DATASHEET / SECURITY AWARENESS PROGRAM

KnowBe4 (Security Awareness)

Securing the Human Element

Building an effective security awareness program is an arduous task.
There is a lot of information at your fingertips, but how do you turn that
into something useful? Understanding a program’s critical components
and connecting them together to design a comprehensive, continuous and
engaging Security Awareness Program is where DataComm and KnowBe4
step in to help.

DataComm is your trusted provider and KnowBe4 is the world’s largest
integrated Security Awareness Training and Simulated Phishing platform

with tens of thousands of active enterprise accounts. You finally have a
company you can trust paired with an industry leading platform to better
manage the urgent IT security problems of social engineering, spear-phishing,
and ransomware attacks and at the same time stay compliant with industry
regulations like PCI, HIPAA, SOX, FFIEC and GLBA.

“74% of successful data breaches included the

human element (Phishing, Social Engineering)”

- 2022 Verizon Data Breach Investigations Report

4 Simple Steps to Take Control of the Human Element

PS Baseline Testing
m Our solution provides baseline testing to assess the percentage of
your users through a free simulated phishing attack.

Train Your Users
@ The world’s largest library of security awareness training content;
1 including interactive modules, videos, games, posters and
newsletters. Automated training campaigns with scheduled
reminder emails.

Phish Your Users

Best-in-class, fully automated simulated phishing attacks,
thousands of templates with unlimited usage, and community
phishing templates.

] See the Results
‘/D' Enterprise-strength reporting, showing stats and graphs for both
— training and phishing, ready for management.
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Service Includes
+ Unlimited Phishing Tests
- Vishing Security Test
« USB Drive Test

« Automated Training
Campaigns

« Access to Training Levels
1,2&3

- Brandable Content

« Assessments

« Advanced Reporting

+ Industry Benchmarking

« Monthly Email Exposure
Check

« Social Engineering
Indicators




DATASHEET / SECURITY AWARENESS PROGRAM
Optional Add-Ons

Compliance Plus: Available as an optional add-on across all subscription levels.
Compliance Plus training is interactive, relevant, and engaging with real-life
simulated scenarios to help teach your users how to respond in a challenging
situation. The content addresses difficult topics such as sexual harassment,
diversity and inclusion, discrimination, and business ethics. The Compliance
Plus library includes various types of media formats and reinforcement
materials to support your compliance training program.

PhishER: Available as a stand-alone product or as an optional add-on
across all subscription levels. PhishER is your lightweight SOAR platform to
orchestrate your threat response and manage the high volume of potentially
malicious messages reported by your users. Emails can be reported through
the KnowBe4 Phish Alert Button or simply by forwarding to a mailbox. With
automatic prioritization for emails, PhishER helps your InfoSec and security
operations team cut through the inbox noise and respond to the most
dangerous threats more quickly (minimum 101 seats).

“The average time to identify and contain a security breach is 277

days, with 207 days to identify the breach and 70 days to contain it.”
- 2022 IBM Data Breach Report

Why Choose DataComm?

- Experience: DataComm has over 20 years of experience providing
security solutions to organizations of all sizes and industries. Our team of
security experts has the knowledge and expertise to help you develop a
customized security solution that meets your specific needs.

« Flexibility: DataComm understands that every organization has unique
security needs. That’s why we offer flexible solutions, custom-tailored
to meet your institution’s requirements. Whether you need a Security
Awareness Program or a comprehensive security platform that includes
vulnerabilty testing & remediation, penetration testing or internal audit,
DataComm can help.

« Partnership: We are committed to building long-term partnerships with our
clients. We work closely with our clients to understand their business and
security needs, and we strive to provide solutions that help them achieve
their goals.

» Technical Support: We offer comprehensive technical support and
professional services to ensure successful implementation and ongoing ” Datacomm
management of our Security Awareness Program.

« Value: Our competitive pricing allows you get the most value from your 800.544.4627
security investment. With KnowBe4, you can obtain a Security Awareness www.datacomm.com
Program without breaking the bank. sales@datacomm.com
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